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3 (5 T % A T RGN 2 S 4 F) J9: QI-ANXINTianqing-Server—[
%F & Win/Linux] [BRA S B[S0 MD5], =61 QI-ANXINTianging-Server-
Linux Allinone 10.7.0.1010 99963E43448E95CDC55781141F0A07C5. tar, H.HT:

1. 10.7.0.1010 &HAE,
2. Linux 2 RGP E, RaaMar w262 Linux ARG 2AS .

3. 99963E43448E95CDC55781141F0A07C5 & 223 S F 1) MD5, #] F MD5 T. HIGIF &
TIEHg
=

ZEARPOTR: EFLEEMW bW 1.3 55 B mH, SRSV eE 1D 5
FETT A5 B PR S0 E I AR YR S SR 3B T, BB $44T 95015,

3.3.4. 28 %%
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RER

BefEard

17T cpu 0 E

KA cpu 108, WMREEHEN, BOFE16Z: B, EOFHELZ.

#efEf4:  cat /proc/cpuinfo | grep "processor” |wc -l

o P 77

KNI, AW, EAFEE32G; FNEDFEE8G.
HeEa 4. free -h

ROl R R GRS A%

HATSCREMERERS:  FusionOS, %ifE, Bkfi, B, Anolis, Centos7.5-7.9;
BRI RGRA, U4 cat/etc/os-release | grep -E ANAME

Rl umask FIME R & G5

AT umask A EBE

U RE N2 0022, T Ef&/etc/bashre 5 —17 N:umask 0022, fRA7IEH
P iT#r4 source /etc/bashre

PAT T4 umask, JR[Ey 0022 fRFREER I

il PATH PR35 728 2 15 A

PATH 1545 & 0065 Jusr/local/bin,
A PATH A5 &4 4:  echo $PATH

il selinux J2& 75 5

TE4:  getenforce;

o Ry A% R & Disabled,  EU vi fetc/selinux/config, KBS B SCAF Y
SELINUX=enforcing &4y SELINUX=disabled, fi/fl:wq {ff%, &&= 5K
%2R

Rl ulimit 2 A

EEMS:  ulimit-n ;

WAy A% /T 655360 FiAN AL, RE vi letc/security/limits.conf 75K ]
o EPAT GER: BAT 2 BR{E tab £

* hard nofile 1020000
*  soft nofile 1020000
SERUE T cwq RAE, TRELE R RS AR A

2%, md5 il

ZAERT, TR A 2 2 A MD5 (B2 7 IEA;
BelEfr4:  mdSsum ALEKR

oI X R 1Z AR X

AT date -R a4, ar St NiZE S +0800

FEE root I P EEH sudo BRI P

E& sudosu- T IE T AL LT

< firewalld

systemctl stop firewalld

554 swap

SeHAT swapoff -a, FH4T vi letc/fstab, K swap #H 3% (FVE R

LARHARTAE T X B AH T0G 1SR 2

HAT df -IhT B

2 WA 238t docker HASREAELE docker

AR

AT 4 systemctl list-units | grep docker T 2 75 %3433 docker

AT Hr 4 systemctl list-units | grep containerd & & & 75 %341t containerd

LI i 55 52 75 TG LR UL B e

ip route | grep default BiZArdEft (5% 7A@, BERSEAEE, B
VIESRINZI=EE SN

T >4 BT 2R e R 75 1E

WE A RSN 4. date -R
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3.3.4.2.2 Efh s

1) GUEHN, TG, BRI Ry
Shell> tar -xvf QI-ANXINTianqing-Server-*.tar

[root@whlinux®lv gaxdatal# mkdir -p /gaxdata/16.7.0.1010

[root@whlinux®lv gaxdatal# cd /gaxdata/10.7.8.10818/

[root@whlinux®lv 10.7.8.1010]1# wget http://dl.qianxin.com/tianqing/QI-ANXINTianqing-Server—Linux_Allinone_16.7.60.1018_99963E434l]
[root@whlinux@lv 10.7.08.1010]1# tar -xvf QI-ANXINTianging-Server-Linux_Allinone_16.7.6.10816_99963E434U48E95CDC55781141F0AQTCS. tar
plan_client/

plan_client/plan_client

plan_client/third_party/
plan_client/third_party/linux_allinone/
plan_client/third_party/linux_allinone/README
plan_client/third_party/linux_allinone/tqvle.tar.gz

2) fk e B A AT

Shell> sudo sh install.sh

[success]
[success]
[success]
[success]
[success]
[success]
[success]
[success]
[warning]
y

[success]

B{EESi: centos, BE&ET

cpuee®: 8, BEET

A4 16430552, #HEsET

umask: 0022, BEET

PATH: /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin, ¥H& @it
SELINUX=disabled, ## %@t

ulimit: 102400, #HR{ET

fs.file-max: 1024000, HR:ET

Hostname #®i3@Eit

X Z: +0800, #@idET

HE2%-250dE]: 2023-05-18 14:34:04, E&JFIEW? [Y/n]

REBREET, TEBEEIE. ..

FE P EAT 22 2 AN, VAR A8 T 7 R AT AH 5 1) R AL BE BCAF A

3) WMERGH 2B E T . WA http://IP:9080 V5 i 22 Hi3& 1T
M, sdiFaaRERE .
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TS HE L S R .

o HulEfEdihbty “TP:dw 7 AR, HBE R PNIEE, MAREE
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Z I I 50, 275 T i Bl .
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o N5S rRtE

R

m ERABEEERE, B OTEE 608 )R RE AT R

HIEERE ABYWERE

Vwo F R

X2 EIR

SSAE R A S AR

AR O EER

éﬂl.ﬁ.ﬁ:m:\?'l 10.48.58.125:5236,10.49.174.130:5236

HIEEKE  SYSDBA

HUBFERRY e

|

m EARBERRE, EEPOENREREFHEBEIRE, BNAFKME, TikEHE)

Bl#%, *SBHE. NEERE, BmEEREPEEH D .OFEMRS /G EH .

B CEARBIE R A E: 8.1.2.174, 10.7.0.2800 iR A HF 8.1.3.162, BHRA T IE:

select build_version from vSinstance;

W ARHR 2 N AT AR C B L U R

¥4 Y i B3

loginMode 1 LN EAER 1P [
B BRI R e ek

COMPATIBLE_MODE 0 {5 FHIB 2 50408 e B B 1)
sQL EVERURRE, A5
258 H A e

CASE_SENSITIVE 1 KNG UK

PAGE_SIZE 32K BHE TR, B
BN 32K
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FormEEEn A RAE R B L A PR R BN R B R TR T vio.0

CHARSET GB18030 S&EE S

MAX_SESSIONS 3000/10000 FHLEE R E A 3000s
LR ERERN
10000

VM_STACK_SIZE 1024 o () C B T AR

UNDO_RETENTION 86400 VA5 AR T [ 42
fE1R

ENABLE_IGNORE_PURGE_REC 0 IR P12 ) BRI

FH P 38 i R B S N N

«“ i&?u + u_!() ”»
HEFR TS

REFIRUC ,  HR Kt e B i R BOAE

B AR A SRR G (HA) , ESEIEELEE, SR &
WP, B “ipl:dm 1, ip2, i 27, Hep ipl £2EJF, ip2 Z&/4,

W EFARHR R A S R HE IR SS

W ORPREOR: R R, @ BT 7 SYSDBA BB, s BL R AR

IDENTIFIED BY PASSWORD_POLICY 6;

TO

Y TABLE, SELECT ANY VIEW, CREATE MATERIALIZED WIEW, SELECT ANY MATERIALIZED VIEW TO

BUPR fAERE -

PUBLIC ffith: 7EIAEEHEE, PUBLIC 22— MFkIIfMA e, Fra P BRAESHEXANMt. B
AT — SR B RIRUE, B anE R R R A

RESOURCE ffiffi: RESOURCE it —Mrtl & OV X R BUR, SR, ol K. 17
B FESE . A XA AR P REAE H SRR G A B S R T A .

SELECT ANY TABLE: ZAUSE soi/F A 7 A v 3t 2 AR R 3R, BTl BE 0 75 B A ) R R IR EUEL
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&, R EZAUR .

SELECT ANY VIEW: IX/AMBURR fo v P E B0 P T M o B30 43 B8 0 75 B A v AH e
B, W EZAUR .

CREATE MATERIALIZED VIEW: EALFR 5o v P QYA . A AR & —Fh i 2 T 5 A7 i 25
SRR RLE, ER DR S E A PERE, BIIRE FEEX M.

SELECT ANY MATERIALIZED VIEW: iZAXFR 5o ¥ FH 7 2R 0 e R AT 2 AL, Bl fir 3R 75 22X >
PR

TR

L. HIIAB=FH RGN, FUESTIH BT RITE, PEREERE
AR 58 E o

2. EHB=FHERER, B BERERSFBOFEILE, BUEEREHERE
5 2% LA 2 B BIRIPAL bR

3. MEAE=HARPER, REHHEERFFRTN Postgresql HARAFELER =77
BIRPE; Redis, eted, S3 FFEMIE, HASAFEES =T HIBERFE

4. BAVZATEE=TTRE: BEBPIEE.

6) MELWMABEIITFE CAIR) . WARWSLIREE | A dm KA i 6
IEFIT R I E %A“ﬁ%ﬁﬁﬁﬁﬁ¥éﬂm ﬂﬁﬂ“%&” i 5
VRS T B2, AR Ak LAkl ) M4k BEREEAT 20, it ot R I 45l 30 125

o
(BRI
EEEnE
g AR FaElE
e R ET A R IR T A BIR D IT P Sl T BT
EBSEASESTTS
etcd #53k | 10.41.5.232
etcd =0 | 2381
=5
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- A

7)) FANBEHHMER. W AZRBCARTHLE [P, 24 1P MG LS IR FE(E 1P

Yo L=

BEATHTE

REBNMBPEIR
& BEmes ssige P i
HBFREMES
EHEEE N, FRAFERESSPTEENENNFERE

EEEEEQOMESI, BTSERENEER0HE

O =Pt |

= | T

RRRNE, HTRERE, RS RN G SR LT T — D2k
WL R RS, R &EE RMEN, IF s dr T R

8)
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Vo F LS

XERNMBEILIR

RS HERE —————————————— T RS

Loambl = JAN

REIGE
RS2 HRERSE b7/753
preflight-standalone-IsPrivilegedUser 127.00.1 T
preflight-standalone-NumCPU 127.0.0.1 TP
preflight-standalone-Mem 127.0.0.1 T
preflight-standalone-TQV10Uninstalled 127.0.0.1 T
preflight-standalone-DirAvailable-qaxdata 127.0.0.1 TP

—r

9) MRFEEF. BATIRSTHE, WREEIMERIY G R gk ST T — P 2
WS R RIS, W R &R RMGEN, I adrEilEH T mra E . %l
FEI RN, VBT O AEAT o

Vo F RS

XEBHNBEIR

RS E — SRR E ———— = [RSHE
IRSSEEE
RSE APERRS AR b3
> ftianqing-client-install 127.00.1 HiTF
> tianging-client-template 127.0.0.1 FHiT
> fianging-client-images 127.0.0.1 FHAT

10) NMAERE . TS, ST R A AT R AR AT 22, BN R
R ERERMEL, PR EE T ERAE. RN A, 18O

Viranl/on =t
R
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Voo F RS

EFMBEIR

i RS EsieE o RPERE = REHE ————————————  WHIE o RHT
RIFARRE
BHEE:
FHBER
»  access-point-migration AT
> auth-manager-service HaT
> cascade2-service T
> certmgr FT =
EBENHFEIR
d RS ———————————— B R E —————————————— — RN ————————————— % NE%E o WAL
EEEPR
BE:
HEER:
> skylar_docker_single FT
> skylar_linuxserver_client KT
> skylar_linuxserver_patch FiiT
> skylar_linuxserver_virus FiT

Oy

11) ZBRTR. AGRIEER G, [V REEE L,
Woo 212

TERHNHEEIR

R ERIGEE

sl
i
#
1

= IR ERE

&
B2

R PR R = TRk

LE5Thk, BRITEERIEHITIRS Bk E

ﬁﬁﬁi‘kf‘
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#i-ft A s R e WFE

3.3.4. 2.3 HIRER
Linux IRES2850E 5, Vi A& B pOihE Ry “https: // & B ik 30082/

Linux SE#AF R G0E KUT A8 B ARG AURB R0 F R /5 250 mlil (EE B
SCRY] AR SRR 3% CRT UFE13 5 84T F 3 48

B

RS,

IEBE(HEFER

IPREEBSEHEEEE, SRIETARBHITIEE

1. THIES
AEHEETE: L QAX-ATS-CA

2, (FIBEH

a. MEEBHRERRED
o8 B

B HEES EEES

g EBEE

it CA RERJEBFREE. ESREE, SHLIBRENRE
ERRIE BRI 5.

Windows #RAF 248 & XU ) W B 240 T Sen /5 256 sy (B G # B O]
Pa 1R 2% CRT LS 5 BB T F b 2 o

- —
1=
FEEFEERROHERR. dREETIEEEELFE. FESN
T g T D 4 g - = B

B, FRE R R T40( DEig#E

EERATIE HAE T

LN
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WEBEEEFERE

RS EBEIEREERE, FRETARBE TR
1. TRIERSAIR

MEHEE RS & import root cert
2, BRSNS

i B«

1. WEPEFEEEE R N “https://E B O HbE: 30082/ cert-manual ”

2+ VAR, 1B Chrome 84 DLEARA, Edge 84 DA RRAHI Va8 ok &
AT ARV ]

10. 6. 0. 2000 J PA A B 22 38 ok F2 vV R E SN R RIS, PRV 1) & B Hp O B
2= RIS NVFIEE, SR AT gk S 0E, BARE S 4 S5 E il
AU
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SMFENIE
= i ETHE EEEES A,

15

SHOWITE  EHS

=3

AT lic ISR ETE T
R4 ARl —ig s D: 264Re6hG01009200 S

B PGP E RSN E RS DEGE IS EE, MRt EiR R iE S niEiT95015

ARG 2 NG I, W RG] A4 A .

VIR P4 | WG &k
system Adminl23@ | QUEERIEE RIS S, B PO, i AR
g,
3.3.4. 3 LHE

BA AR, AL 8o B 238, RS PAT a0 ar & 3E AT BT
Shell> nohup ./tianqing-client upgrade -f 2>&1 &

EE, WHRMBETEE, ®A KI tianging-client, iF %% cd #|
plan client/third party/ linux allinone/ HX T

Shell> cd plan_client/third_party/linux_allinone/

Shell> nohup ./tianqing-client upgrade -f 2>&1 &
BETTHRHRE, LM 4
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Shell> tail -f nohup.out
THRIE IR B AT (U RIS Y ) T8 A s e, AN SO A i 2 (B -
Shell> ./tianging-client rollback

R EEEBHR T Unable to parse output from tqvlOredis. service FI4i%,
FUSIN —install-path 2%, fRELIHEHZR, BRINLEHFE /qaxdata

Shell> ./tianging-client rollback --install-path /qaxdata

Ry, ) T7iXAME:  [ERROR TQV10Version]: couldn” t parse tianging
version “” , JBERARA AT REFH R ET FIRRA R TFHOE R, 75 EHAT W T iy 212
K52 )E, B

Shell> ./tianging-client install phase darwin commintversion

W7 i TV 2 AR ) (A 28 RE R i L 2 E RS oo IR R AT U
) .

ok P 22 e B BTN 2R 4 A2 F S B i AT S 03 7R R R 2 T A s A Te A2
IR T O 2238 R BRI 5 DAORIE SERT R R e IR HEAT o« SRS
(ELOWE

1. AEHEPOR RS D EEE B ERE P R U “EE O AR R
A DAY B T o e e SR ] R R AR R R B T 4 ool 2 e 2
s

2. ETGFRE ID NEZEEM https://www. gianxin. com/applyfortrial) 3k
Y, AR IEHE N B RSA 23 . N TR P imERT . W ESEE
Fr BB A LR B0, SRl B2k T B3 T 5 E .

3. 3. 4. 45H1E;

1. FE root P BEA sudo BRI
2. HIFMHA uninstall. sh 783G ML H% (R install. sh A2 H3%)
FE A2

Shell> sh uninstall.sh

HIERWG: A MBS RR KSR, AR R s B AT B4R TRk, B A
TAC HI{E =4 3 FFo

EVIRE I AR D E R EE V10T R
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[[reset]] AEDHEDEER ZEv1e
EEEEE

*Hplan_clientSdarwin-clientiftfz

T Bk db3Z 14

3.4 HAIWmABHESNFEHE (Wik)

3. 4. 1 &I KRBIE A HTF 6 HE

ER: oo R0 E B 2 L i ) 3 KBRS P SR E T vk, S
B THREETEN (FRERELRZEEH RS V0. ORT-EHIETF
i

3.4. 1. 1 ZEERT M T B AW

IR E AT EH AR IR V10 SERAFER AN T A ] BER T FiEHE
A T AT, SAENE T RO UREE A BT HE, mRABATN EEARE,
B E A, P TR E . BAH IR AT RERARTEIMASHFNT
KB24277.

3. 4. 1. 2ZIEFAEER
REGRA BRIERSG BRFEME CAPLEE)
Linux x86_64 Cent0S 7.6 x86 64 CPU: #fik 32 #%
Cent0S 7.7 x86 64 WHEAE: K 64GB
Cent0S 7.8 x86 64 Tf (RG4) : 1TB SATA fifids
Cent0S 7.9 x86 64 A CEUEAD) « 23 * 4TB SATA HifiE, k&= ext4
SR T A v IR 5 R &R ME: TIRERE
4t V10SP1 (Tercel)
RV LB v R IR 55 A R E R
25 V10SP2 (Sword)
Linux ARM64 R L = R S5 A A R
4t V10 sp2 (Sword)

e R

g)
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https://docs.qianxin-inc.cn/dms/file?folder=1077349&type=load
https://kb.qianxin.com/detail/58a477242ed

e RIS
Wokmexsans BN R A T ARG L S B IR B R T V0.0

D) RRRAEEE AR ZAR AR [OREE V10 SEREREE AR I TR ] B RE D s A & T RIEAT R, 35T
R TRIAEE A REREAT #8,  WRABATR I B, B, 7 A TR . Bk HE

HARALEFA TINS5 U T KB24277,

2)  [REE VIO EHENE BRI TR FPERIUEFF skylar, REH =HIR EDR WHUEFER, 9 POC M) Lik

#n, HF POC M L v

3 HHUSRCREAE 7T B SCRF R % m HUR DY 1000 s

4)  HX: RO/HRHEFEM/boot BIA], ANEHE/var Hfhs[X !

5) /] EDR migihin, AR E 2 b KEHR AT G .

a)  REEMHAPOARS S AC86 FLEA I FF EDR (4 EDR mZhR. EDR ZEAHARD .

b)  REHEHETOIRSSES 8C166 B B Rl 3 100 A EDR E 4.

c) R THPORSS 3 160326 B E Al 74 3000 AfY EDR 4.

d) WA 2 R T ER AR

e) A KEHE T 6 F 55 N B A LA ILEC, AR E SO R RO A . AN R .

£)  WARAGEEHEP LRSS, U EBIRNESE.

EE: BWICES S (W26 REL N %2 E B RS V10. ORTR8-EDR BHHVFAL T M. x1sx)

3. 4. 1. 335 O FFHER

i KB 7 G IR S5 T ERATT R 1 ML K, NPT Ir) R H O L s
i, HORHLES & EAE L, REININE 4ERL #4805 17 2 m K BE o d T 6 IR S5 4% w5 i
TR KA ACL JEAT AN -

¥R IP B 1P ¥ H e Fi& JR% 2R
Rig KEAE ST & Windows KA H Ay 36781 grpe AL PR R AR B Al edge2-service
(tep) %
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PormmmawEE AR R 2 4 T R G N E I 2R T va0.0
¥ 1P HIt 1P | Wil & i ;&2
SN C T Linux REEE B AL 30081 grpe R OARE R edge2-service
(tep) %
REEEHL AL L KRB T & 2381 tep eted fIR%% eted
REE T e KPR AT & 25432 tep pg k% postgres
R AL L KB T 2181 tep zk % zookeeper
RGP L L KR P & 9092 tep kafka fIR 45 kafka
REEE AL Lo KEHE 7 & 9345 tep S3 ik% minio
RGP L L KR P& 9103 tep schema %% schema-registry
REERE L L R T & 9200 tep es %% elasticsearch
REE L L KBRS F & 30043 https noah k%% Noah
RAEE T AL Lo KEHE - H-F & 31191 http sabre-server %5 sabre-server
KA PR L A KR P & 31181 http noah—f1link R4 noah—f1ink
KRG L KB & 8088 http EERS bm
A P ey A KR P& 32181 http sabre-server %% sabre-server
A Dy Lo KEHE - HF & 29010 tep clickhouse fiZ4% clickhouse-server
o FREEHA R TRE BEAE: 688561
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l'1'111 i ﬁ*

fotmmsawE B LAE R B L T A FH RS P LB IR B R F M vi0.0
¥ 1P H# 1P ¥ O il A& R% 2%
TR L, o KEBAR AT T 6 29011 tep clickhouse AR%% clickhouse-server

3.4. 1. 4 Z YA

L KEHE ¥ & (EDR) El’]ﬁ”z%iﬁ%%?’ﬂ: QI-ANXINTianqing-EDR-[ R4
£ Win/Linux/ARM64] [WRAEE] [0 MD5], 7~fl: QI-ANXINTianging-EDR-Linu
x_10.3.0. 3000 48354EEEEA940B30CFF4C99959C264AB. tar, .

1) 10.3.0.3000 242,
2) Linux & RATE, FRYFTLEA 2 Linux RS 2:AUA .
3) 48354FEEEEA940B30CFF4C99959C264AB 2 223 <L A4 1) MD5, 7] B MD5 T. ELIGIF 2

5 1B A
4) R A R OR B 70 B B BRSSO R
2t REERR A REE A REER L
X86 10. 3. 0. 3000 10. 3. 0. 3000 | QI-ANXINTianqing—EDR-Linux 10. 3. 0. 3000 1de0b98bbb12e
6414531631a8f919445. tar
X86 10. 3. 0. 5000 10. 3. 0. 5000 | QI-ANXINTianging—EDR-Linux 10. 3. 0. 5000 f9bb56cf5e698
03eede296e0ceccct49. tar
X86 10. 6. 0. 1000 10.6.0. 1000 | QI-ANXINTianqing—EDR-Linux_ 10.6.0. 1000 0171289923b42
450903fb2aae2374416. tar
X86 10. 7. 0. 1000 10.7.0. 1000 | QI-ANXINTianqing—EDR-Linux 10.7.0. 1000 f8b1d74820c48
1b5853e426b85b7e2eb. tar
ARM64 10. 7. 0. 1000 10.7.0.1000 | QI-ANXINTianqing—EDR-ARM64 10.7.0.1000 87¢140f18ble8
48e855fcfddd230034e. tar
X86 10.7.0. 1000 PA £ 10.7.0. 1600 | QI-ANXINTianqing—EDR-Linux_10.7.0. 1600 f3cfa8c256805
fdOeb41b4e98afc6542. ta
10.8.0. 1000 LLF
ARM64 10.7.0. 1000 LA | 10.7.0. 1600 | QI-ANXINTianqing—EDR-ARM64 10. 7. 0. 1600 c379c7b27f3fc
e49e34185562a48dc85. tar
10.8.0. 1000 LA
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e B RIS
E

- As R e WS

BT R Ly 2 A PR G AL 2R B A R T4l va0.0

i AA

FEHRRRA 10. 3. 0. 5000 B AT

2. RE Linux 10.6.0. 1000 LA T MR A S EF EDR Bhig

3. REE(E4] 10. 7. 0. 1000 AT BALAAAAS S #F EDR ThiE

1. K% Windows 10. 3. 0. 3000 LA BEHLARIAS A 3 HF EDR Thig

4. REEEG LA O AREEE W1 6 RS IR HOBRNE SR, T IE 30 B IR AT 252, REEAE B O IR R
FEBNR A, 5 PR AE X T R ARA K He s 73 A G AT 0 38, fn: REFEHLLRRACY 10. 5. 0. 1000, 1EF

3.4.1.5 bfE&RER

A I KAHE 1 6 (BDR) TR vHE#e 230, SR AT A% B AR S5 a8 P ke 23 40,

R R O E B A B R B3R, A ey &8 A SRR A 8], . df -

h /var.

[root@edr plan_client]# df -h /root/

Filesystem size
Jdev/mapper /centos-root 589G

Used
594G

[root@edr plan_client]# df -h fvar

Filesystem size
Jdev/mapper /centos-root 589G
[root@edr plan_client]#

PAT IR E A2
tar xvf QI-ANXINTianging—EDR-

Used
500G

avail
531G

Avail
531G

Ise% Mounted on
10% /

se% Mounted on
10% /

Linux_10. 3. 0. 3000_48354EEEEA940B30CFF4C99959C264AB. tar
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—rw-r--r--. 1 roof root 6127741993 May 27 11:05 QI-ANXINTianging-EDR-1inux_10.3.0.3000_4e372c67a7bf76635890383e9515edbc. tar
[qoot@}qca‘l r/'lost ~]# tar xvf QI-ANXINTianging-EDR-1inux_10.3.0.3000_4e372c67a7bf76035890383e9515edbc. tar

plan_client

plan_client/plan. test.yaml

plan_client/third_party/

plan_client/third_party/ansible-playbooks/
plan_client/third_party/ansible-playbooks/deploy/
plan_client/third_party/ansible-playbooks/deploy/playbooks/
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_k8s.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/services. pyc
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/address.py
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/address. pyc
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/__pycache__/
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/__pycache_ /address.cpython-36.pyc
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/__pycache__/services.cpython-36. pyc
plan_client/third_party/ansible-playbooks/deploy/playbooks/filter_plugins/services. py
plan_client/third_party/ansible-playbooks/deploy/playbooks /ansible.cf
plan_client/third_party/ansible-playbooks/deploy/playbooks/deploy-ceph-mons. yml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_sabre. yam
plan_client/third_party/ansible-playbooks/deploy/playbooks /uninstall_bi.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_kernel.yam]
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_logger.yam]l
plan_client/third_party/ansible-playbooks/deploy/playbooks /uninstall_noah. yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks /templates/
plan_client/third_party/ansible-playbooks/deploy/playbooks /templates/exporter/
plan_client/third_party/ansible-playbooks/deploy/playbooks, /templates/exporter /node_exporter_sd. json.j2
plan_client/third _party/ansible-playbooks/deploy/playbooks/templates/exporter /exporter_sd.yaml.]2
plan_client/third_party/ansible-playbooks/deploy/playbooks /templates/exporter /exporter_sd.json.J2
plan_client/third_party/ansible-playbooks/deploy/playbooks /templates/secrets.j2
plan_client/third_party/ansible-playbooks/deploy/playbooks /uninstall_schema_registry.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks /uninstall_1 og%er . yam
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_search.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks /uninstall_sabre.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/deploy-ceph-mds. yml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_election.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_init_system.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_grafana.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/gather-facts. ym]
plan_client/third_party/ansible-playbooks/deploy/playbooks/Install_cdn.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_db.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_node_exporter.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_wormhaole. yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks /1 nventurg. examE‘ﬂ e.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_bm.yam
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_preflight.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/install_repeater.yaml
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/init-edr/
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/init-edr /migration_noah
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/init-edr /etcdct]
plan_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/oasis/

ﬁ1 an_client/third_party/ansible-playbooks/deploy/playbooks/files/x86_64/oasis/oasis-Tlinux-amd64-vl.1.11.tar.gz

3.4. 1. 6 REBIESE
VE R I0.

HAERSE IP MBI E T 2 W SCHNE, 75002 PR B 2R BRI 2% B a5 8
FRI

PE RS0 TP HhhEPe B anEE 2 192, 168. x. x, I TP By 5ERIAM docker B ok 5
PR, 16 T PR 6 BT EAZ

1) KEAHENA

JIR%% %% EHLA I HE AN 1ocalhost. localdomain, 75 EAEM ENLL .
AT 4 hostnamect]l set—hostname

BINEEXTENL, FRENLAEESPRIZL -

%4n: hostnamect] set-hostname edr.qianxin. com

2) I FENA AT

AT S : vi /etc/hosts

WINRSS 2 1P HihEFIAR 55 2% L4

fi4n: 10.41.5. 232 edr. gianxin. com

ZHEUIR:
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[root@edr pTan_é]ient]# vi fetc/hosts
127 0.0.1 Tlocalhost localhost. localdomain localhostd4 localhostd. Tocaldomaind

11 localhost localhost. Tocaldomain localhosté localhosté. Tocaldomaing
10.41.5.232 edr. gianxin. com

3) &M resolv. conf A
PATIL: vi /etc/resolv. conf
Bk /etc/resolv. conf, MR search FF3k )7 4%F H

. Mk “search gianxin. com”

SEET
['r"uuti?t'lnca'lhusrt ~]# hostnamect] set-hostname edr.gianxin. com
[root@localhost ~]# cat /etc/resolwv.conf

# Generated by NetworkMmanager
search gianxin.com

4) FBCE selinux

HATI S getenforce

TE selinux RSN disabled (disabled M E2221E) , 41~ disabled, HJ
DIBkiE B . WA disabled, FHZEAZM/ete/selinux/config

HATITS: vi /etc/selinux/config
&4 SELINUX=disabled

BE)EFRERARS S, IEAEN, HERRSSE, AlfEH getenforce 4
B"E

SHEEWT:

Eruot@]oca]host ~]1# vi Jetc/selinux/config

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# perm1ss1ve - SELinux prints warnings instead of enforcing.
d . N gux policy is Toaded.

ELINU}( dwsatﬂed

NUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,
# m1n1mum - Modification of targeted policy. 0n1y selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted

5) B plan. test. yaml
4% plan client/plan. test. yaml, B DL &R

ERANASH P AN, FFEA sudo ARG H P ELE root A
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BERUSRIGAE, HATH &5, A sudo su, JoFRHIAZHD ) IR
user: “root”
passwd: ”71234567”
spla MR AFR, FTLUE ip addr ir & EE
network interface: “eth0”
H# i 223 ik S5 A% TP Hhuhk
hosts:
HiH Y
service host list:
- 710.41. 5. 232"
HACHR A
database host list:
- 710.41.5. 232"
HR A
bigdata host list:

- ”710. 41. 5. 232"

6) MERsses IP 2™ “192.168. x. x” 3k, HARRITEE BT %5 Bk 42 )
THAT, WRARSSRE TP AL “192.168. x. x” 3k, HIEEC BN “193.
168.x.x” , 7% : vi plan client/third party/ansible—playbooks/deploy
/playbooks/roles/docker/templates/daemon. json. j2
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froot@edr ~J# vi plan_client/third_party/ansible-playbooks /deploy/playbooks/roles/docker /templates/daemon. json. j2

"bip": "193.168.0.1/20",
"exec-opts”: ["native.cgroupdriver=cgroupfs"],

“10?—driver“: "json-file”,
"Tog-opts™: {
"max-size": "100m",
"max-file": "3"
“stérage—driver“: "overlay2”,

"storage-opts”: [
"overlay2.override_kernel_check=true"

:

) HEEPEA

e R RLAE AEAEEL, 0 9 H:#3]/qaxdata/data0l Fl/qaxdata/data02.
BTERESA  1sblk

[root@whinstxhelv hengchanplﬂg]# Lsblk
NAME MAJ:MIN RM SIZE TYPE MOUNTPOINT
sda 0 B 600G 0 disk

Lsdal : B 608G 0 part
sdb - 1¢ B 600G 0 disk
sdc -3 8 600G 0 disk

mkfs. ext4d /dev/sdb , #F:#57X
a) mkdir —p /qaxdata/data0l
b) mount /dev/sdb /qaxdata/data0l/

c) echo ”/dev/sdb /qaxdata/data0l ext4 defaults 0 07 >> /etc/fstab
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01v zhengchaopingl#| mkfs.ext4 sdev
(28-Dec-2013)
b 1s entire device, not just one partition!
Proceed anyway? (y,n) y
1 rding device blocks: done
tem label=
1 Linux

Stripe width=0 blocks
36400 blocks
320 block .00%) reserved for the super user
t data block=0
mum fil em blocks=2304770048

per group, 32768 fragments per group
per group
Superblock backups s

7
0000

Allocating group tables: done
Writing inode table
Creating journal

zhengchaopingl# jmount /dev/sdb /
engchaopingl# |echo "/dev/sdb /q
engchaopingl# [sblk
ZE RO TYPE MOUNTPOINT
disk

y
/qaxdata/datanl

[ 07 AU AR B A . BT AR AL L AB O B bm.confj2

vim plan client/third party/ansible—

playbooks/deploy/playbooks/roles/xh cluster/templates/bm. conf. j2

— T
laybooks/roles/xh_cluster/templates /bm. conf.j2

1XOCMGXSFgz+Z31+/p/PGQ=

product_line = {{ ame 1}
mem_size = {{xh_host_mem}}
node_number

11_template 1}
\_width = true

data@l, /gaxdata/datag2

YH n B EPEEEE, custom formatted disk= /qaxdata/data0l,
/qaxdata/data02, -+, /qaxdata/dataOn

8) AT A
P AT L: bash install. sh, 3EHE Windows BY Linux BHLRE F .0 TPV4
Huhk, fn: 10.41.5. 231,
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L =1 e e e
[root@edr plan_cl

ient]# ./install.sh
Please enter the windows IPv4 address:10.41.5.231}

BT S BRI S HE I T

Complete!
Jroot/plan_client/ark-ansible
passEFTIEEE . ,
HEEME__EEE, mEET T HEFUEITA —-&EmEFT install. log
pass = =35
EET) ,

[root@test plan_client]# J]

R HriMEE AT EDR RAUS, REFNE/R ER HXRS, ES%
KB119952 .

3.4. 1. T B HEEHE (WAFE)

Z2% NEP IR EDR HEFEL, BrIEAJE R EE - S0 [ 1 BDR H & b ik
B ) S HUR B

o= B8 EdRge 0 s & mEAWFE BEaEm @
REE - JAE - ATEE \

e (
OSEEAEAS: ERUEE

HESFENE

EEREFHE

TSR

02:00

Bl 55
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https://kb.qianxin.com/detail/c6b8259911c3

1000 ---1'—5
1o ﬁ* =
i—-fEmE %2 HFE

BT R Ly 2 A PR G AL 2R B A R T4l va0.0

B Fmm
EREE - 2028 - BaR2
e FESHRBUSES
AEHE BERGER EEREE L
BMATRRE
-—
RITHRNE.

B ORAF R X B — 5 EHL IR B R R B A e T35 1 BIR VPG IO R 2L
FLn A0 vEAl A PR AF 180 R HAS ML 22 1) K/ He /N B 55 T 180
Ko

B =aeE

EMETE - ENER - TR

BISWENAE. FEORRRUSEE

sAnE HaEmeE EEEGER L

RTEERER b > /

R INED AT $ATIE RN R AT AR R P ke, @RI R A R .
3.4.1. 8iH1#

IHHE TAC T PR F

3. 4. 28 HHLERBIE

R B E )G, FELR/ F3FA—IK 10A, 10C AW LLIER TAF.
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3.4.2. | & BRE HiE

Windows ARZ5 a5 ML B AL & -

BRI PEES, A REER GO IP 2B ER K H & R,
A47:  iptables —nvL -t mangle

fré;{fﬂéar -i# iptables -nvL -t mang'\e
pkts bytes target prot opt in out source sT1nati
0 ACCEPT all ensle0 * 10.58. ].92 14 0.0.0.0/0
182 36507 ACCEPT all -- enslé0 * .58.192.22 0.0.0.0/0
0 ACCEPT all -- ensle0 * 0.0.0.0/0
0 0 ACCEPT all -- enslé0 * 0.0.0.0/0
0 0 ACCEPT all -- ensle0 * 12" 0. 0 1 0.0.0.0/0
0 0 DROP tcp -- ensls0 * 0.0.0.0/0 0.0.0.0/0 multiport dports 8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191, 32181
chain INPUT (policy ACCEPT 6149 packets, 907K bytes)
pkts bytes target prot opt in out source destination
chain FORWARD (policy ACCEPT 98 packets, 81357 bytes)
pkts bytes target prot opt in out source destination
chain oUTPUT (palicy ACCEPT 6287 packets, 951K bytes)
pkts bytes target prot opt in out source destination
Chain POSTROUTING (policy ACCEPT 6385 packets, 1032k bytes)
pkts bytes target prot opt in out source destination
4 27K 246M TCPMSS twp - % # 0.0.0.0/0 0.0.0.0/0 tep f1ags:0x06/0x02 TCPMSS clamp to PMTU
Chain KUBE-KUBELET-CANARY (0 references)
pkts bytes target prot opt in out source destination
Chain KUBE-PROXY-CANARY (0 references)
pkts bytes target prot opt in out source destination
[root@edr ~]#

BRI TP BfEA AL B, BEHAT N B BRIE, BEAER L BPIER
j‘ki<1:f§€1ﬁfz

L. AT 4TI, 74 : iptables —t mangle —T PREROUTING —-i “eth0”
10. 41.5.231 —j ACCEPT;

FE: mAOHH “eth0” FUEFRF.L TP “10. 41. 5. 2317 $sPrip s 4T 10 5

[root@edr ~]# iptables -t mangle -I PREROUTING -i "eth0" -s 10.41.5.231 -j ACCEPT;
[root@edr ~]#

2. B S IT BN “/qaxdata/s/services/tmp/iptables. sh” , fy%: vi
/qaxdata/s/services/tmp/iptables. sh

Eroot@edr ~]# vi /gaxdata/s/services/tmp/iptables.sh
#!/bin/bash

iptables -t mangle -L -n |grep "DROP" |grep 8443 > /dev/null 2>&1

i [ "$?" —= "0" 1; then
echo "iptables E#FHin"
exit

fi

DROP_PORT_LIST="8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191,32181"

##accept ip all

iptables -t mangle -I PREROUTING -i "eth0" -s 127.0.0.1 -j ACCEPT;
iptables -t mangle -I PREROUTING -i "eth0" -s 172.16.0.0/18 -j ACCEPT;
iptables -t mangle -I PREROUTING -i "eth0" -s 172.17.0.0/16 -] ACCEPT;
1ptab1es -t mangle -I PREROUTING -i "eth0” -s 10.58.192.22 -j ACCEPT;

ERSUEY T manad o s Te Yo+ 2 Th e f AT MLP-T V) 10 58 107 14 3 ACCoOT

iptables -t mangle -I PREROUTING —-i "eth0" -s 10.41.5.231 -j ACCEPT;

##droe port all
iptables -t mangle -

bl

PREROUTING -1 "ens160" -m multiport -p tcp --dport $DROP_PORT_LIST -j DROP

crontab -1 Igrep iptables

if [ ST = " 1; then

£ (crontab -l;echo "#/1 = * * * sudo bash "/gaxdata/s/services/tmp/iptables.sh"; >/dev/null 2=&1") | crontab
1
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> EEREEE AL, BARERZE S 3. 3. 2. 3 F 1 AL E Zeun KEHE b
FEEA, N K KREEE TS hE” g “23817 , K-SRI
CIRE S

> S REBEEHAPOZERINE, BUOREEEAODERERAN hosts X

&g Windows B F 0 hosts XA, HfifR Windows AR 55 %% 0] LAEHT Linux AR
a8 FHLA
BEHTSEX) hosts A T &40, 4%

C:\Windows\System32\drivers\etc\hosts

Hosts SCAFHE AN Linux ARSs 28 TP HubkFOAR 5525 B4, 5.

10.41. 5. 232 edr. gianxin. com
e NI E T AT, 7E Windows AR%S 58 Fig4T cmd f5 4
ping Linux AR&5#s EHLA

4. ping edr. gianxin. com

Linux R #% LRSI E -
> B REES e RS, KEREEHE O P REER KBS AL BT, M

44T: iptables —nvL —t mangle

fréé{@édr ~j# iptables -nvL -t mangle
Chai i 6075 nackers 953 birec)
pkts bytes target prot opt 1n out source ST
0 ACCEPT all -- ensis0 * 10.58.192.14 0.0.0.0/0
182 36507 ACCEPT all -- enslg0 * 10.58.192.22 0.0.0.0/0
0 0 ACCEPT all -- ensis0 * 172.17.0.0/16 0.0.0.0/0
0 0 ACCEPT all -- ensig0 * 172.16.0.0/16 0.0.0.0/0
0 0 ACCEPT all -- ensl60 * 7.0.0. 0.0.0.0/0
0 0 DR&P tcp -- eﬂs_lEO * 0.0.0.0/0 0.0.0.0/0 multiport dports 8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191,32181
chain INPUT (policy ACCEPT 6149 packets, 907K bytes)
pkts bytes target prot opt in out source destination
Chain FORWARD (policy ACCEPT 98 packets, 81357 bytes)
pkts bytes target prot opt in out source destination
chain ouTPUT (policy ACCEPT 6287 packets, 951K bytes)
pkts bytes target prot opt in out source destination
Chain POSTROUTING (policy ACCEPT 6385 packets, 1032K bytes)
pkts bytes target prot opt in out source destination
4727K  246M TCPMSS tep - % # 0.0.0.0/0 .0.0.0/0 tcp flags:0x06/0x02 TCPMSS clamp to PMTU
Chain KUBE-KUBELET-CANARY (0 references)
pkts bytes target prot opt in out source destination
chain KUBE-PROXY-CANARY (0 references)
pkts bytes target prot opt in out source destination
[root@edr ~]#

R ERL P CAE AL, HREIAT NS 8AE, BEAEAL A TIHR
1T CA R # A

1. HAT A AT U N, 4 : iptables —t mangle —T PREROUTING —i “eth0” -s
10.41.5.231 —j ACCEPT:
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FEE: AT “eth0” FIEFH ALy TP “10. 41, 5. 2317 $R52PRIp s dE 1T 5 %%

[root@edr ~]# iptables -t mangle -I PREROUTING -i "eth0" -s 10.41.5.231 -j ACCEPT;
[root@edr ~]#

2. B S ITE N “/qaxdata/s/services/tmp/iptables. sh” , #5%: vi
/qaxdata/s/services/tmp/iptables. sh

Eroot@edr ~]# vi /qaxdata/s/services/tmp/iptables.sh
#!/bin/bash

iptables -t mangle -L -n |grep "DROP" |grep 8443 > /dev/null 2=&1

if [ "§7" = "0" 1; then
echo "iptables Ei&Fmn"
exit

i

DROP_PORT_LIST="8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191,32181"

#faccept ip all

iptables -t mangle -I PREROUTING -1 "eth0" -s 127.0.0.1 -j ACCEPT:
iptables -t mangle -I PREROUTING -i "eth0" -s 172.16.0.0/1&8 -j ACCEPT;
iptables -t mangle -I PREROUTING -i "eth0" -s 172.17.0.0/16 -3j ACCEPT;
iptables -t mangle -I PREROUTING -1 'eth0) -5 10.58.192.22 -J ACCEPT;

+ I DOCROLTETAL " arhon 10 58 107 1.4

iptables -t mangle -I PREROUTING -1 "eth0” -s 10.41.5.231 -j ACCEPT; I

##drop port all
iptables -t mangle -A PREROUTING -i "ensl60" -m multiport -p tcp --dport $DROP_PORT_LIST -j DROP

crontab -1 Igrep iptables
if [ "§7?" t=""0" ]; then

(crontab -l;echo "#*/1 * * * * sudo bash "/gaxdata/s/services/tmp/iptables.sh"; =/dev/null 2=&1") | crontab
fi

> HEREEHE AL, BARERERT S 3. 3. 4. 2. 2 F 1 AL E Zeum K EHE 4
WP &a845y, N “um REGE AP G bk ” A “23817 , k5 A1%
IR

> SRR RIE, B REAE 6144 ToI A N X DNS gt
M7 FE k4T A hosts b, BHCCHE
“/qaxdata/TiangingEndpointSecurity/conf/template. yaml” , [ /&
“extends:” TEIITTI A “k8s hosts” FHIEE KEHE &4 1P H#
bk, BEGERUE, VISR a e H R, PATa L
“/qaxdata/TiangingEndpointSecurity/utils/darwin/darwin—
client install ——data. source=local ——execute. type=docker—compose
——up for component=true ——assign.tag ——
template. file=/qaxdata/TiangingEndpointSecurity/conf/template. yam
1 ——actions=deploy ——full. deploy ——services filter=heka-
service, edr—service—league, edr—flow—league, argo—service” , ZEffdy

RPATSE BN A B E AT
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eengs:
k8s_hosts:
edr. gianxin. com: 10.41.5.232
e

mod_depends:
integrated_hi: integrated_noah
k8s_service:
darwin-cdn: nodeport,Cluster :https,TCP,32185,32185; http,TCp, 32186, 32186
edge2-service: nodepart,local:tep,TCP,6761,30080; grpc-web, TCp, 2678130081
qossip-hub: nodeport,Cluster :tcp,TCP, 9120
trantor-fe: nodeport,Cluster:https,Tcp, 8443, 30082
remote-assistance-repeater: nodeport,Cluster:https,TcP,5901,30090; http, TP, 5500,30091

3.4. 2. 2IlCE T HIREE HiE

Windows Ak 45 %% FAHL B I & -

G KRBT FEES, A REEH PO IP 2B KB H 4 B,
24T: iptables —nvL -t mangle

frootGedr ~# iptables -nvL -t mangle
nackets 953K hutes)
pkts bytes target pr“ut opt in out source estination
0 ACCEPT enslgo * 10.58.192.14 0.0.0.0/0
182 36507 ACCEPT a'H -- ensléo * ].0 58. 192 22 0.0.0.0/0
0 ACCEPT all -- ensl60 * 0.0.0.0/0
0 0 ACCEPT all -- ensl60 * 1 G n 0.0.0.0/0
0 0 ACCEPT all -- ensl60 * 127.0.0.1 0.0.0.0/0
0 0 DROP tep - ensl6o * 0.0.0.0/0 0.0.0.0/0 multiport dports 8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191,32181
chain INPUT (policy ACCEPT 6149 packets, 907K bytes)
pkts bytes target prot opt in out source destination
Chain FORWARD (policy ACCEPT 98 packets 81.35 bytes)
pkts bytes target prot opt source destination
chain ouTPUT (policy ACCEPT 6287 packecs 951»( bytes)
pkts bytes target prot opt source destination
chain POSTROUTING (policy A((EPT 6385 packets lUSZK bytes)
pkts bytes target prot opt in ource destination
4727k 246M TCPMSS t(p - " * u 0.0.0/0 0.0.0.0/0 tep flags:0x06/0x02 TCPMSS clamp to PMTU
Chain KUBE-KUBELET-CANARY (0 references)
pkts bytes target prot opt in out source destination
Chain KUBE-PROXY-CANARY (0 references)
pkts bytes target prot opt in out source destination
[root@edr ~]#

HREEHEA L IP CAEB KRS, IHEHAT T P 8E, HEAEB R RPIER
1T UL A

L. AT AT E N, f4: iptables —t mangle —I PREROUTING —-i “eth0”
10. 41. 5. 231 —j ACCEPT:

FE: AT “eth0” FIAFH ALy TP “10. 41, 5. 2317 $%52PrIpsE gt 1T 4 %%

[root@edr ~]# iptables -t mangle -I PREROUTING -i "eth0" -s 10.41.5.231 -j ACCEPT;
[root@edr ~]#

2. B S IT BN “/qaxdata/s/services/tmp/iptables. sh” , fy%: vi
/qaxdata/s/services/tmp/iptables. sh
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Eroot@edr ~1# vi /gaxdata/s/services/tmp/iptables.sh
#! /bin/bash
iptables -t mangle -L -n |grep "DROP" |grep 8443 > /dev/null 2-&1
if [ "§?" == "0" 1; then

echo "iptables BEi#FHhn"
i exit
i

DROP_PORT_LIST="8443,2381,25432,5432,31181,2181,B8088,9092,9345,9103,9200,31191, 32181"

##accept ip all

iptables -t mangle -I PREROUTING 127.0.0.1 -j ACCEPT;

iptables -t mangle -I PREROUTING 172.16.0.0/16 -j ACCEPT;:

iptables -t mangle -I PREROUTING 172.17.0.0/16 -] ACCEPT:

iptables -t mangle -I PREROUTING 10.58.192.22 -j ACCEPT;

iot bl £ ul e T e o VY W ol N 1058102 14 CoT-

P F

iptables -t mangle -I PREROUTING 10.41.5.231 -j ACCEPT;

##dro;la port all

iptables -t mangle -A PREROUTING -1 "ens160" -m multiport -p tcp --dport $SDROP_PORT_LIST -j DROP

crontab -1 Igrep 1ptab1es

if [ "§7" 1= " 1; then

i (crontab -l;echo "#/1 = * * % sudo bash "/gaxdata/s/services/tmp/iptables.sh"; =/dev/null 2>&1") | crontabh
i

> A #ER RGNRE T A,

S g

Windows Server
B Opensst for Windows

w ’ % 5

B Windows Powershell
B windows s
[l windows gmTE

B windows G

> A &

Windows
PowerShell

Windows BT

3

TR SREEE

KEAE ST EECE, MN “Lin
“23817 , KSR

HEES

-
Windows
PowerShell ISE

RS

ANdg TP

KEAR W67 1P Hihik Al

18:53

2022/6/9

B
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fonpamsaEs F LG R L 72 S RGN T E B R A vi0.0
L sz Xe-ESmiETR %
SafiBEEE
=R 28443 @  LiRiEEwDO: 6785 @

LR
EEMAEzEeEEPO

AppKey: &

AppSecret: &

B R At S
ECEE A SRS ITFE

10. 41. 5. 232 1 2381

i

R

ST
=)

JEl

BE BY

> BHCREEE P OEE RSN hosts X
B Windows & HE 0> hosts XA, 1R Windows Ak 25#% 7] LAERT Linux ik
528 FHLA

BEAT XS hosts SCHFHAT &4, B4R

C:\Windows\System32\drivers\etc\hosts

Hosts SCAFAH AN Linux ARSs 28 1P HuhkFOAR 5528 FAHL4%, 5.

10. 41. 5. 232 edr. gianxin. com
W IINGERUE AT, 7E Windows RS 88 _FIZ4T emd f4
ping Linux R&5#% EHL4

f5tr: ping edr. gianxin. com
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Linux ARk 55 & SAHLER B AL & -

> BRREFESTFEESG, WAEREEMH PO IP 2B KB E A HH,
447: iptables —nvL —t mangle

frﬂé{@é&r ~i# iptables -nvL -t mangle
pkts bytes target prot opt in out source lestnation
0 ACCEPT all — ensl60 * 10.58.192.14 0.0.0.0/0
].EZ 365(!7 ACCEPT all -- enslg0 * 10.58.192.22 0.0.0.0/0
0 ACCEPT all -- enslg0 * 172.17.0.0/16 0.0.0.0/0
0 0 ACCEPT all -- ensl@0 * 172.16.0.0/16 0.0.0.0/0
0 0 ACCEPT all -- ensl60 * 127.0.0. 0.0.0.0/0
0 0 DROP Tcp - _ensieo * 0.0.0.0/0 0.0.0.0/0 multiport dports 8443,2381,25432,5432,31181,2181,8088,0002,9345,0103,9200,311901, 32181
chain INPUT (policy A((EPT 6149 packets QO’K bytes)
pkts bytes target prot opt in source destination
chain FORWARD (policy ACCEPT 98 packets, 81357 bytes)
pkts bytes target prot opt in out source destination
Chain OUTPUT (policy ACCEPT 6287 packets, 951K bytes)
pkts bytes target prot opt in out source destination
Chain POSTROUTING (policy ACCEPT 6385 packets, 1032k bytes)
pkts bytes target prot opt in uut source destination
4727k 246M TCPMSS tcp - 0.0.0.0/0 0.0.0.0/0 tep flags:0x06/0x02 TCPMSS clamp to PMTU
chain KUBE-KUBELET-CANARY (0 references)
pkts bytes target prot opt in out source destination
Chain KUBE-PROXY-CANARY (0 references)
pkts bytes target prot opt in out source destination
[ruut@edr 1%

SEEARO TP CEAA BT, FREPIT T DEAE, A A EARRTIEH
1T LU #RAE:

L HAT G247, 7% : iptables —t mangle -1 PREROUTING -i “eth0”
10.41.5.231 —j ACCEPT:

EE: AT “eth0” A A0 TP “10. 41, 5. 2317 % SLPRIAETHAT i 5

[root@edr ~]# iptables -t mangle -I PREROUTING -i "eth0" -s 10.41.5.231 -j ACCEPT;
[root@edr ~]#

2. B AT BN “/qaxdata/s/services/tmp/iptables. sh” , w4 : vi
/qaxdata/s/services/tmp/iptables. sh

Eroot@edr ~]1# vi /gaxdata/s/services/tmp/iptables.sh
#! /bin/bash

iptables -t mangle -L -n |grep "DROP" |grep 8443 > /dev/null 2>&1

it [ 7§77 == "0" ]: then
echo "iptables EiFm"
i exit
i

DROP_PORT_LIST="8443,2381,25432,5432,31181,2181,8088,9092,9345,9103,9200,31191,32181"

##accept ip all

iptables -t mangle -I PREROUTING -1 "
iptables -t mangle -I PREROUTING -1 "
iptables -t mangle -I PREROUTING -1 "
WptabTes -t mangle -I PREROUTING -i

+ 1 I BRCROUTIAL

127.0.0.1 -j ACCEPT;

172.16.0.0/16 -] ACCEPT:
172.17.0.0/16 -] ACCEPT;
10.58.192.22 -j ACCEPT;

10,58 102 14

10.41.5.231 -j ACCEPT;

|
ad

WptabTes -t mangle -I PREROUTING

##drop port all

iptables -t mangle -A PREROUTING -1 "ensl160" -m multiport -p tcp --dport $DROP_PORT_LIST -j DROP

B

cro?tag -1 Igrep WptaﬁTes
i (crontab —1 echo "#*/1 * * * * sudo bash "/gaxdata/s/services/tmp/iptables.sh"; >/dev/null 2>&1") | crontab
i
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> ENEHAORE THE, ’REXKEWET &, PuTmd
“/qaxdata/TiangingEndpointSecurity/utils/tianging—client

confmanagetool edrswitcher —etcdaddr 10.41.5.232:23817 , Un5 &K
%ﬁﬁ3324*ﬂﬁ eted JF G AIEFE I Il—etcduser fl-—etcdpassword 244, ER1,

MK A= 2 i ] JE s iy AT
/qaxdata/TiangingEndpointSecurity/utils/tianqing—client

confmanagetool edrswitcher —help &if. HH “10.41.5.232” K~ KEPE
FEH IP Hidk, R

[root@qax ~)# /gaxdata/Tiangingendpointsecurity/utils/tianging-client confmanagetool edrswitcher --etcdaddr 10.41.5.232:2381
Jusr/bin/edr-switcher-x86 is not exist, err: exit status 1

2023-02-17 19:18:52. 814457 [INFO] <main.go:52> ms

edr-switcher 1s a tool for switch infra services grom windows to Linux.

Usage:
edr-switcher. exe -addr="r#® wss see weet _popg="weEs" _yser=""#eE" _passyord="renres"

use "edr-switcher.exe --help” for help.

2023-02-17 19:18:52. 814561 [INFO] <main.go:53> msg:edr-switcher version: 2022.05.11

2023-02-17 19:18:52. 814575 [INFO] <main.go:108> msg:the parameters entered, addr: 10.41.5.232, port: 2381, user: root, checkMode: false, skipNoah: false
2023-02-17 152,814590 [INFO] <main.goil24> msg:enter switch mode

2023-02-17 19:18:52. 815011 [INFO] <net. go:70> msg:DialTimeout success, host: 10.41.5.232, port: 2381
2023-02-17 19: 18:52 815069 [INFO] <net.go:47> msg test etcd port su((essfu'l'\y

2023-02-17 <switcher.go:73> msg:edr. Gg dialetcd success

2023-02-17 : <switcher, go:85> ms? redr.1) getConfrromLinux success

2023-02-17 19: 15:52 930953 [INFO] <net.go:70> msg:DialTimeout Success, host: 10.41.5.232, port: 9092
2023-02-17 19:18:52.931254 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 25432
2023-02-17 19:18:52.931553 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 9200
2023-02-17 19:18:52.931824 [INFO] <net.go:70> msg:pialTimeout success, host: 10.41,5.232, port: 30043
2023-02-17 19:18:52.932051 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 2181
2023-02-17 19:18:52.932263 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 9103
2023-02-17 19:18:52.932582 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 31191
2023-02-17 19:18:52.932833 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 31181
2023-02-17 19:18:52.933065 [INFO] <net.go:70> msg:DialTimeout success, host: 10.41.5.232, port: 9345
2023-02-17 19:18:52.933089 [INFO] <net.go:29> msg:test infra service port successfully

2023-02-17 19:18:52.933103 [TNFO] <switcher.go:94> msg:edr.2) dialinfraservices success

> FRRBEHEAOEERRIE, & REUREF &84 BN P DNS f@#fr,
AT A M hosts fifftlr, 1Bt
“/qaxdata/TianqingEndpointSecurity/conf/template yaml” , [a]77 5
“extends:” FUSHI T “k8s hosts” FHIAE KEIETF- S84 1P Hhl,

B R)E, VB mE s, PITm S
“/qaxdata/TiangingEndpointSecurity/utils/darwin/darwin—client
install ——data. source=local ——execute. type=docker—compose ——
assign. tag —
template. file=/qaxdata/TiangingEndpointSecurity/conf/template. yaml
—actions=deploy ——local. full install ——services filter=heka-
service, edr—service—league, edr—flow—league, argo—service” , ZEfin4

PATSERREN AT AL BB B A h

e Y

>

extends:
k8s_hosts:
edr.gianxin.com: 10.41.5.232
TG ;
darwin-cdn: src=/qaxdata/TianqingEndpointSecurity/data/cdn/files,dest=/home/s /darwin-cdn/data/files,is_dir=true,host_path=true
Ergntur;eague—vz: src=/gaxdata/TianqingendpointSecurity/data/trantor-1eague-v2/data,dest=/home/s/data,is_dir=true,host_path=true
mod_depends :
1'nte8rated,b1‘: integrated_noah
kBs_service:
darwin-cdn: nodeport,Cluster:https,TcP,32185,32185; http,TCP,32186,32186
edge2-service: nodeport,local:tcp,TCP,6781,30080; grpc-weh,TCP,26781,30081
gossip-hub: nodeport,Cluster:tcp,TcP,9120
trantor-fe: nodeport,Cluster:https,TCP,8443,30082
remote-assistance-repeater: nodeport,Cluster:https,TCP,5901,30090;http,TCP,5500,30091
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3.5 BMARZEHE (k)

BN RN 2 R AR R B il 8 S JR HEAT

Ao

BN RRIPER 25208 7 g A 7 H & m N &

R 55 SRl RGEK
BRIERG Ej=pog 3 mEENX kA
Cent0OS 7.5-7.9
HRRT A = IR 55 AR R R G

Anolis0S (JEii) 7.9
Alma Linux 9.3
RedFlag-Asianux-7. 6

R VAT BELES e R 5 2R AR R G
V10SP2 (Sword)

ARM

REALIAL RS S P 5 ZELRAF IR/

A A I O SNV S

VEE: 10.7.0.2600 K LL_E fr A 57 REER A] BB = 2 IR 4% 2 i 1E R 4t V10SP3
2303 (Lance) F1 Anolis0S (JEM) 7.9, 10. 7. 0. 2800 K LA FA S ¥ Alma Linux 9. 3,

RedFlag—Asianux-7. 6

AN E: RINLHERRIE /S /qaxdata,

HR AR [EA/NT 3006,

BARH

NEREFWRE S, BVCHEFT B E N 2T (qaxdata HFKR/N) , BB
PO TNEE. EMETERDT:

Q0T 1 BoE R
1000-5000 4C86G
5000-10000 8C16G
10000-20000 16326
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A L E#E
BARRBRINFMETREEFERMER, JEFHHEESEN, AKX
EBHZIFMER, H B SREER RATAE 2 A H 22 A ;
. [ B ET YN =X il o N 3 o0 | K =i s WY e i< ) N R 3 UL

R KB N EREF IR 5 2R, MRS RELURS S AR
.

ELARERE W O SR ATE AR U 50 38 SR /R 4R S HEFENL AL

3.5. 1 BE%MH

1) BANSEEK S WG T. FEE L e G
2) FANAHEKS sudo B (sudo su AR #EATHAD
3) MWHZEDXEZE/NT 1006;

4) selinux S%H;

5) swap 4F X &K A KM

6) sysctl. conf SCAFRUR 2N 644;

7)  tmp 7 X & /NT 10G;

8) umask 1E A~ 0022;
9) ARG 2SR 20 [E] 25
10) Hostname % & 1E#f, hostname —f XMW hostname - i;

11) XN Asia/Shanghai;

3. 5. 2 PR I ER

3.5.2.2 windows EIrhi)

Uz 1R Hprdhk | Hixs0 i 1 UL A M55 3E A
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Fotams s 3 2GR R 7 8 1 R AN 2 R B IR B TR At vi0.0
7 i BAA 30080 220t 15 IR S5 o 1, TCP IR WSS SRIE . Bk
i EE%
32185 L AL HTTPS ARSS | TEZRERE T M i B AE T4
BRI, TCP #pY
32186 LUt SCAFAR SRS HTTP diip | 75 28350 2 UL TR B 75 2k e 25 ) 3L
O, TCP ¥pi¥, BEE HITPS | #4 F#k
Uity I ARAL T AR Ak
30081 RSN 1, TCP B | GRPC web iR
5500 JZEFE S I s TREDNEh
5901 JEFE S I 3 s TCFE P B
BN Bt | 6785 & IEAE IR S5, TCP WIRSS UNAESS . SENG . ZRIBk
PrL WES
19345 A AR HTTPS ARSS | FE2RE03E VUi A S0 BB T3
51T, TCP HM%
19346 Lt SCAFAR TR HITP Ui | 75285032 U S 75 48 e 35 3L
M, TCP #pil, BEZE HITPS | #FF#k
3 AR A5 Ak
36781 RSN A, TCP #MY | GRPC web i3k
B | A 32185 EEPO TR S | RE 10,7 X LUGERA, DLP 3¢
AR S Th R
32186 EEAPO TR S | RE 10,7 X LUGERA, DLP 3¢
HAEEE BN S Th A
3.5.2.2 linux BHEEAF
Ui YR Hirthht | BAdmO AL k4L A
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F-fmmR:NEE 3 2GR R 7 8 1 R AN 2 R B IR B TR At vi0.0
7 i BAA 30080 A uiBAE RS u 0, TCP IR WSS SRIE . Bk
i bR
32185 L AL HTTPS ARSS | TEZRERE T M i B AE T4
BRI, TCP #pY
32186 LUt SCAFAR SRS HTTP diip | 75 28350 2 UL TR B 75 2k e 25 ) 3L
K, TCP #pi¥, Bl HITPS | #FTF#k
Uity I ARAL T AR Ak
30081 RSN 1, TCP B | GRPC web iR
30090 LR S 15 TCFE P B
30091 LR S 15 TCFE P B
AL et | 30080 & IEAE IR S5, TCP WIRSS UNAESS . SENG . ZRIBk
il BES
32185 A AR HTTPS ARSS | FE2RE03E VUi A S0 BB T3
BRI, TCP #pi
32186 Lt SCAFAR TR HITP Ui | 75285032 U S 75 48 e 35 3L
M, TCP #pil, BEZE HITPS | #FF#k
3 AR A5 Ak
30081 RSN A, TCP #MY | GRPC web i3k
B | A 32185 EEPO TR S | RE 10,7 X LUGERA, DLP 3¢
AR S Th R
32186 EEAPO TR S | RE 10,7 X LUGERA, DLP 3¢
HAEEE BN S Th A

3. 5. 3 IREUCCAH:

Vil & ZA 5 E M FE 0O (https://download. gianxin. com) , | # K2 [F] fe A
PIHEN R, B UHRAE /opt /el B
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3.5. 4 fif U

TEBN S PR30 tar —xvf QI-ANXINTianging—node-
linux 10.3.0.4001 11 6f48a3d97a74443cal52f83e64219f6b. tar. gz [~

installo2v clils 11

engchaoping zhengchaoping 8 Aug 19 21:45 QI-ANXINTianging-node-linux_
tallo2v clil$ pwd

stallozv clils tar QI-ANXINTianqing-node-linux_10.3.0.4001 11 6748a3d97a74443cal52f83e64219f6b.tar.gz ||

tools/change_domain,
[ gchaoping@instal
total 5.9G

3.5.5 A& 4723 (10.6.0.1001 BRATRE)

1) #FEANZREHRK cd

tq paas/skylar/skylar linuxserver client/plan client/

2) cp plan. yaml. template plan. yaml
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3) vim plan.yaml FCEER

[*hengc.hdnplngﬁln tallolv pldn client]$ wvim pla.a.j,-'aml

4) 5 3) P parent edge tcp port AJ PLYE 2K FE A0 > 2 8 HE D A& i i 3

St ]
EABEE EAREA T EASHiE

SER) itps:Awhinstk8s02v g zzbm gjansin-inc cn:32185/aboutidownload  whinstk8s02v g zzbm gianin-inc.
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5) cd /opt/cli

6) nohup sudo sh install.sh > log.install 2>&1 &

3.5.6 B4 23 (10.7.0.1001 PAETHER)

1) RIS, JEPAT chmod +x install.sh, FHAT sudo sh install.sh, & 5 ¥ %0 4% U [l
http://ip:9080 Huhik- 34T FAFEAL 228

2) ARG AIKT . EADAEE B R Mgk sk, I IUE S B A i A I
EE: AR BRI, A4 8 %o DNS fifb 72 % .

Wewo 215
EEEBEANSBEIR

i fEsrERE

LEitETESP m®O | 30081

3) HIAFEA fAE. vIP HidE (FERYRIETD SR gkLE.
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RS

FPEREE

FIER: @ASAAE, FEARLLIP BEE

EhmEmE |

TER: AIRRBVIP, FEAVIPIEE: STRIES

BASVIP it | ESAIP

4) RS5ASANARSS 0 A WU 5% 2 /R DI, 7] B Ry 4k 4k

5) LARK AN A, EM R IR AT dr AR MO S5 AT k. ZIRE R
DI, FEECHE 95015 H T AT IR A 0. PRI H B IF AT TRy
e

AEEARBELR

= BREEE ™ RENE
TRRE

EEE i et &
check-10.49.174.20 10.49.174.20

install_init_system al BT
init_security al *HT
preflight-selinux al ST
preflight-sudo all FHUT
preflight-swap al FHT
preflight-sysct_permissions al T
preflight-tmp_size al FHT
preflight-umask l FHT
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KEERANRSBPE LR

1
3

QBT BEnE
IRS5ERE

HEREE

[]EERARTERARES .. .
|} 10.49 174 20:30080

3.5. 7T RERE

FERFSE, BoRRBEEHIA L, 28 v B 28 b 8 > 75 2 B P (0 038 ik
Fe i HIUHT 2 R N e IR R T

g =D B Ushd 4 BEPdd 0 B EaEE B

EREE - ZRaE - BREE

ERhEE E=ip= 1} BAR EBASERS SSRER
ine.
BARIEE: o 8
appjieru001 "E
appjieru002 EE
EERE
i .

bailpnass]

NE

EABSE = T HeA ST
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3.6 Windows & FuEERE
3.6. 1 WL

Zhit 42 ¢ 5 P RE o5 FHIEAL 2GB6GB A2 A HEAL A3 IA), BRINLARAE R G4 C 4, AT LA
FELZHEHI R T ak B 2 A B, WD #5155 . A AR 7 SCRF R 22208 . 18 kAt
LIEM AT S, TR KB46502.

KB 5, ERIN C:\ProgramData\QI-ANXIN Tianqing H S A —HE, w
B C AL 2%() 172GB, Bh G A AT BE o, A A T B U 5 M 14T R 8kt T
YRR EHF, AT TBE TR, AT SR 7 R, W C &= A 2 1
{2 e AE oA A% 2 (8] 78 2 (R B AT

IG5 BT Windows &P BRER AN EA/NTF 26B, CPU A/NF 1GHz Bk,
Windows HR45 #hR N AEAS/NT 4GB, CPU A/NT 1GHz X% AR¥E i Hl R =, g
fLE 757G G4 E .. BN Windows & P i iIRA WAEAS/NT 4GB #iX 8GB, CPU A
INFRUZ W 4 1% Windows RS 28h N AEAN/NT 8GB, CPU A/NTF 4 #,

3. 6. 2 2 P i e A U

IRk Bt BIERG

Windows ™ AR Windows XP Service Pack 3(x86)
Windows 7 Service Pack0 (x86/x86 64)
Windows 7 Service Packl (x86/x86 64)
Windows 7 Embedded Standard(x86/x86 64)
Windows 8. 1(x86/x86_64)

Windows 10 Version 1507 (x86/x86 64)
Windows 10 Version 1511 (x86/x86 64)
Windows 10 Version 1607 (x86/x86_64)
Windows 10 Version 1703 (x86/x86 64)
Windows 10 Version 1709 (x86/x86_64)
Windows 10 Version 1803 (x86/x86 64)

Windows 10 Version 1809 (x86/x86 64)
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1y 0 "‘155
ine FF RIS
- mE R & HFE
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Windows 10 Version 1903 (x86/x86 64)

Windows 10 Version 1909 (x86/x86 64)

Windows 10 Version 2004 (x86/x86 64)

Windows 10 Version 20H2(x86/x86 64)

Windows 10 Version 21H1 (x86/x86 64)

Windows 10 Version 21H2(x86 64)

Windows 10 Version 22H2(x86 64)

Windows 10 #/H RS EURAR VO-H/V2020-1/V2022-L
Windows 11 Version 21H2(x86 64)

Windows 11 Version 22H2(x86 64)

Windows 11 Version 23H2(x86 64) (10.7.0.2500 &L )

Windows JRZ%#&h% Windows Server 2003 (x86)
Windows Server 2003 R2(x86)

Windows Server 2008 Service Pack 2(x86/x86 64) (75 HHi#h T KB4474419.
KB4493730, #ifR5I N SHA-2 fRALZ 4 S FF)

Windows Server 2008 R2 Service Packl (x86_64)
Windows Server 2012 R2(x86 64)

Windows Server 2016 (x86 64)

Windows Server 2019 (x86 64)

Windows Server 2022 (x86 64)

3. 6. 3 2 I T RERE il

I TR A LKL AR R RO TR LS, O RS 5 SOR IR RS 5%,
AR Togos U i AFEL AL SRR AU R T R8N 0
M R

e 2B 1 RS S BTN U ) AR, T LS 0 4 S
BB IS, Wb SR, R E B0 Ay 553 IR SR
22 E BRS04 1L

DHAERIRF RN RS, W, MBI, et . ANE T, B
NG EEEBE. Win7 Nl . XP 0. BitDefender 51#5. #F/KEN. S /AKEL. FTEM
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1Ygp0p "'"1"5
i B KIS
-t s e s R E

BT R Ly 2 A PR G AL 2R B A R T4l va0.0

KERL AR5 Bahfett. Bk, SORSEE. SOHSEn, 3 TAS30. BRNERE. B
BT . HURBTRE . HEGATEZR S S R . SR, B,

3. 6. 4 B P infE R E

T TELRET B AT, 3 0T DUTE 2oy B 3D Bl e m DU e B 22 42 R s, e &y
BT 2% b 8 DT RE LR E BRI AT 223 B, Rl N R AR B OA R GE5F 2 R IRIE
N 2 FH P o 2% 3 Y U5 ) S8 ik T O MR AR 2R 48 Y A I X e 2 AR B AT, 22
B R IR 5 2 A Ak % /b 2 R 48 36 %

N e S PO 28 TUR, Ve “EAME 7, M E 22 WEE R,
FFIGE SEPRACR -

B PR

SRS
ATEFRERUANLZ S, ASRENDHESEZETE SRIEAFRRRERS .
BRI UBE LA A FEE, S aRE, LERas R ER A,

@ winsowsezs T

RRNEIRIRE/RE

MacOS&is % EF @A EFERRSE

LinuxfR&sas
En Em &3 Em

Uil .

1. RS A E TR a ik “8 P inft &3 S i) ” heg, mLTEE
Frmi b R N “https://EHPOHihE” o BB AR 3.3.2.6 =
Mo

2 A U S FHE A Chrome69 LA A Edge84 DL FRrAS. TE10 BL A .
Firefox52. 2. 0 LA RRAS ) a8 B8 A3 225 D W 28 15 1] o

3. 6.5 B P B 4 B

FEH e 2R BT R BT, BB oy 1T LIRSS AR vE 3k S Aol PN IR
I i o AR 55 A I ks g AN 2 I i SR BURE R, 53— 5 T DRI 2 T
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W T 58 AN ER M 4 F0 5 L, W] DU R IR I — IR b 2226, ghixis
2Vt 7 R

AN H . 20 D A il & U IR 2 e

Bl LN R G sE s o oS A . BRERSEARSCE B BB R IR, ZJE B
B E LR R A,

REAHIE
*EER: | 0@
AR EEPIL v
* ZPURSEE: | Windows PC v

* ZPuEEH: 4 117MB ’RE

HEEER ZolsE SREERR EFmEE
SR EAR EFRER BES BIEERTAl BE

X&) sEpG Windows PC gxy 2022-06-28 21:58:26 TESEEIE | B

fif s Ja AT T 201 exe TERXGH BT, W& € 115 S HE — ezt .
fil fF 58 e & fE — D llm B SO Rh AR R E R, KA
C:\ProgramData\QAXSafe\Update\ {laal3c66-b310-4437-afb9-
12a58bbb517b} . tmp\download, “ZZHEFEST 53 K 45X} N & H 7 e 35 HIT .

3. 6. 6 KURIRIEIL I H
oo 5 4 R 25 S BF T LA P A0 1) 7 A 7 22 15 R 2 2 B e B I, Sk
I R VOB T R GE 4 S Bk

B R E B - 280 B8 TR “ R Tab 01, N EIEHEIL T
Ho BARBRAEPRAT

MFFZAG RESHE PO FEEME ETH EHG EME , R
QAXScriptSetup. exe SC A4 R A Mk B9 3k dE ) 28 ., FF ¥ config.ini Al
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runinstall.exe B fE QAXScriptSetup.exe [ 2% H = T~ , R 5 8 17T
QAXScriptSetup. exe, U1 KK

5 RTEUARSETE
£ WIN-DPTT2TDSRAC 1R T 24242 1A R, Eei 0 MAPEERE THRERBIEIERME
ERASEHEEIERMAFENED, FEREEREETENARE, of RRIFTRENE #TRE-

AP | =: |

[T testidap.com e | emm | Bt | emsmmms | smwesws |
2 b= T memt [ smeeew BTRE -
groupa Oaa1
groupb O &_a10
fa O &_ai100
b O a_a101
auto_test O a_a102
AutoUltest O &_a103
Builtin -
Computers 0 A_al04
O a_a105

djasjdsaerior
Domain Controllers O 2_a106
ForeignSecurityPrine || O 4_a107
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